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Abstract
Biceryptography is a progressive technology that coebibiometrics with cryptography. The use
biometric datadr security purposes has become increasingly populd the use of biometric data in cryptogra|
is a new, growing and promising area of researate Of the most important problems of -cryptography is
generation of a stable encryption key. This |r proposes the method of cryptographic key gerardtom finger
vein pattern. The approach is based on the edteblifinger vein image p-processing methods and authc

proposed Contour-tracing algorithm.

Keywords: Information securitycryptographic key generation, biomet.

I ntroduction

Information security today is becomii
more and more important. Cryptography is one of
most effective ways to solve the problem
informationsecurity. In the cryptographic algoritht
information is encrypted and decrypted using cif
keys, which cancause some problems . Simple
users keys are easy to be remember, but they sa
easily be cracked. Complex keys are difficult
crack, butthey are difficult to remember as well a
may have to be stored in a medium that could g
or stolen. In addition, the cipher keys may begiiy
shared and cannot provide non repudiation. In ¢
to solve these problems, the biometric featureich
cannot be forgotten, stolen or cracked, have |
combined with the cryptography to form biomel
cryptography. One of the most important problem
biometric cryptography is generation of sta
encryption key [2].The encryption keys must
generaed truly randomly, to contain sufficie
entropy and be of a sufficient length

Biometrics employs a number
physiological and behavioural characteristics: fi
fingerprints, hand geometry, handwriting, iris,imat,
vein, and voice.

One of the newst biometric methods
finger vein recognition [4, 5]. The finger vein fgnh
based authentication method is highly reliablens
are hidden underneath the skin surface so forge
extremely difficult; it is nonnvasive and easy to us
offering abalance of advantages. Unique aspeci
finger vein pattern recognition set this methodra
from other forms of biometrics. Experiments indé&
that equal error rate (EER) of Miura “Repeated L
Tracking” finger vein method is 0.145%.
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compare, ER in fingerprint based systems ran
from 0.2% to 4%. This indicates, that finger v
based authentication is very effective

Riley et al. study [7] suggests that vein technplist
more suitable for use by the older populal
compared tofingerprint technology. The use
fingerprint based technologies is problematic fo
following reasons: it is more susceptible to
environmental conditions (dust, dirt, temperal
fluctuation), fingerprint image quality is lowe
fingerprints can & forged and the process
enrolment and scanning may be more complic
Finger vein recognition is a relatively embryo
field, new methods are developed and existing
are examined. In this paper we explore
possibilities of key generation frc finger vein
patterns.

Further parts of this paper are organizec
follows: section Il summarizes conventional meth
used to retrieve cryptographic keys from biome
characteristics. A proposed method of cryptogra
key generation directly from fiter vein pattern is
presented in section Ill. Investigation and distus
of the proposed method is presented in sectior
Conclusions are provided in the last sec

Related Work

Many cryptographic algorithms are availa
for securing information, but all of them &
dependent on the security of the encryption
decryption key. To overcome this dependel
biometric techniques can be applied to ensure
security of keys and daments. Different methoc
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can be used to securely store and retrieve cipdgs k
from biometric characteristics.

The first method involves stored template
matching to unlock a cipher key storage. If ther ise
authenticated, the key is released. The main pnoble
here is using an insecure storage media [8].

The second method hides the cipher key within the
enrolment template itself via a secret bit-replagein
algorithm. If the user is successfully authentidate
this algorithm extracts the key bits from the
appropriate place and releases the key [9].

Another method is to use data derived
directly from a biometric image. In this method
biometric data are used to generate a cryptographic
key [10]. Quality of biometric data depends on the
person's physiological characteristics and is gfiison
influenced by the environment; it is characteribsd
inaccuracy. Therefore, generation of cryptographic
keys directly from biometric data is challenging.
There are many works, aiming to fill the gap betwee
the fuzziness of biometrics and achieving
cryptographic accuracy. This would enable keyseto b
generated directly from biometric images. The main
problem is that biometric data is noisy and only an
approximate comparison is possible with the
template. But cryptography requires that the cipher
keys are absolutely correct.

Further a few works describing various
methods for generating cryptographic keys directly
from biometric data are analysed.

Topological fingerprint pattern minutiae
point neighbourhood descriptors based approach has
been proposed by Ushmaev et al. [11]. It has the
following advantages: Topological descriptors are
very stable fingerprint features. They don’t depend
on finger alignment and elastic deformations. The
approach allows varying decryption rates and key
lengths.

The core of bio-cryptography lies in the
stability of cryptographic keys generated from
uncertain biometrics. Hu et al. [12] investigatbe t
effect on the generated keys when an original
fingerprint image is rotated. Analysis indicatesitth
information integrity of the original fingerprintiage
can be significantly compromised by image rotation
transformation process. It was discovered that the
guantization and interpolation process can chahge t
fingerprint features significantly without affecgjrihe
visual image.

Costanzo [13] proposed an approach that
eliminates the need for template storage and
demonstrates how a cryptographic key can be
constructed through the use of biometric featureg an

parametric  aggregation along with certain
mathematical combinatorial and permutation
constructs.
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Zheng et al. [14] paper presents a lattice mapping
based fuzzy commitment method for cryptographic
key generation from biometric data. The proposed
method not only outputs high entropy keys, but also
conceals the original biometric data such thatsit i
impossible to recover the biometric data even when
the stored information in the system is openednto a
attacker.

Wu et al [15] proposed a novel biometric
cryptosystem based on the most accurate biometric
feature - iris. In this system, a 256-dimensiortued
feature vector is extracted from the pre-processed
image by using a set of 2-D Gabor filters. And then
modified fuzzy vault algorithm is employed to
encrypt and decrypt the data.

Unimodal biometric systems, which utilize a single
trait for recognition, have certain problems likaigy
sensor data, non-universality, unacceptable error
rates, insufficient length and entropy of generated
key. Jagadeesan et al. [16] proposed an efficient
approach based on multimodal biometrics (iris and
fingerprint) for generating a secure cryptographic
key, where the security is further enhanced with th
difficulty of factoring large numbers. At first, ¢h
features, minutiae points and texture properties ar
extracted from the fingerprint and iris images
respectively. Then, the extracted features aredfase
the feature level to obtain the multi-biometric
template. Finally, a multi-biometric template iseds

to generate a 256-bit cryptographic key.

As seen, mainly researches were performed for
generating keys using fingerprints. We propose the
method of cryptographic key generation from finger
vein pattern.

Key Generation from Finger Vein

This paper proposes a method for
cryptographic key generation from finger vein patte
images.

A schematic representation or proposed
cryptographic key generation method from finger
vein patterns is shown in Fig. 1.

The essence of this method is:

1. The key is generated using multiple finger vein
patterns. It's a certain implementation of pseudo-
multimodality, where a biometric method is combined
with a password. The password is ‘entered’ by
providing different finger sequences for the systém
total of 10 different finger vein patterns and
combinations of enrolling these images to the syste
allows for virtually endless number of keys to be
generated. Also longer keys and keys with higher
entropy can be generated.

2. Initial vein pattern image is processed using
established methods: Miura “Repeated Line
Tracking”, Miura “Maximum Curvature’, Huang
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“Wide Line Tracking” and additional sets of
mathematical Morphology functions [17, 18, 19].

3. The processed vein pattern is used as an input
to Contour Tracing Algorithmto generate a partial
cryptographic key.

4. Error Correcting Code(ECC) [20] method is
used to reduce the variability of biometric data.

5. Partial cryptographic keys are concatenated to
combine a final cryptographic key.

Generated variable length cryptographic key
is normalized usindey Derivation Functiong21].

Ca—

Clearing key string

—..%

Scaning finger vein image

)

Extracting the finger vein
pallcn!s

v

hMorphological processing off
the finger vein patterns
Subkey generating from
finger vein patterns

Subkey processing whit
error correction function

Subkeys concatenation

< a7 =

Normalization of generated
keys

—

Fig. 1. Schematic representations of proposed
cryptogr aphic key generation method using finger vein
patterns

A binary finger vein patternFVP(nxm)
previously processed using initial and morpholdgica
functions is further processed byweaningful
Coordinate Detection AlgorithrFig. 2).

The supplied vein network is a 1 pixel width
line in the image. Algorithm is used to identifyobd
vessel beginning poinYBP(nx2) vessel end point
VEP(nx2) and crossing vessel point coordinates
CVP(kx2) Finger vein pattern may be cropped
depending on it's size to ensure, that vein beg@ni
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and end points reach edges of the image. Vein
beginning and end points are found by scanning
binary values along the edges of the image and
coordinates of intersections in the network are
identified using a morphologicalbranchpoints
function. Meaningful coordinate Detection algorithm
is also used to visualise and allow user to select
which VBP will be used as a starting point for
contour tracing. Extracted coordinates will be date
used by other algorithms.

% Input:

IMG—-B/W [0.1] 1 pixel width vein image

Yo
Yo
%o Output:

% IMG2 —reduced size image;

Yo VBP - Nx2wvessel beginning point matrix;
]

Yo

Yo

[N TN - TR T T~ }

WVEP - Nx2 vessel end point matrix;
CVP -N=x2 vessel intersection point matrix;

=

-}

xv(l - initial tracing point;
Ysimage measurement and resize
{IMG > CROP = IMG2}
%o detecting VBP
fori= I1IMG2 height
if {vein starting point detected}
{note VBP point coordinates and assigned
entrance number}
end
end
% detecting VEP
fori= I1IMG2 height
if {vein end point detected}
{note VEP point coordinates and assigned
exit number}
end
end
%% detecting intersections
CVP=bwmorph(IMG?2 'branchpoints' 1)
%% selecting initial tracing point
{ Display pattern and prompt user to select
mitial tracing point}
xvi={user selected starting point}
Fig. 1. Coordinate Detection Algorithm
Fig. 2.
Contour Tracing Algorithn{Fig. 3) is used
to trace the contour and allows generating partial
cryptographic key from the image processed by
initial functions and with meaningful pattern pa@nt
detected. The algorithm is used to identify which
Vessel Beginning Points and which vessel end points
are connected with a selected VBP or VEP. The
contour is traced until a vessel intersection is
detected. After an intersection is detected, all
following branches are traced simultaneously. Big.
shows a vascular pattern image with 100 initial
contour points highlighted byContour Trace
Algorithm.
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Input:
IMG - B/W [0.1] 1 pixel width vein image

Vo
%8
%0 xv0 — Trace starting point
%

(= - R - -

=1

Yo Output:
% CNTR - N x 2 contour coordinate matrix

=]

% Trace directions: [x; v]
superposition{1)=[0;-1];
superposition{2)=[1:-1];
superposition(3)=[1:0];
superposition(4)=[1:1];
superposition(3)=[0:1]:
superposition{6)=[-1:1];
superposition( 7)}=[-1:0]:
superposition(8)=[-1:-1];

% Tracing the contour
while{1)

{check all contour directions (point
superpositions)
starting from the xy0}
if {contour point detected}
{record contour point coordinate and
algovrithm iteration number}
{invert traced point value to avoid
repeated tracing}
end
if {no more points to trace}
{exit from while(l) loop}

end
Fig3. Contour Trace Algorithm
e
e S = S
Fig. 4. Finger vein patter being tracked by Contour

Trace Algorithm. Thefirst 100 algorithm iteration
points ar e highlighted.

Contour Trace Iteration Number Method
(Fig. 5) combines the results oMeaningful
Coordinate Detection Algorithrand Contour Trace
Algorithm The previously numbered vein beginning
points BP) and vein end pointsVEP) each have
digital value assigned to them. When contour is
traced starting from the initial pointyO different
VBP andVEP points will be reached after a different
number ofContour Trace Algorithniterations.

Figure (Fig. 5) shows a vascular pattern
image with values from 1 to 11 assigned in sequence
to each VBP and VEP. An initial tracing point ig se
as point number 4 and contour is traced. Figure 5
illustrates contour tracing at a point when fiestit'
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point (number 5) is reached after 826 iterationthef
Contour Trace Algorithm

After all accessible VBP and VEP points are
reached, the values assigned to each of thesespoint
are concatenated into one partial key in ordertoénv
they were hit by th€ontour Trace Algorithm.

Fig.5. Contour Trace Iteration Method used on an

image starting from VBP number 4

Investigation and Discussion
Steps 1 to 3 of the proposed cryptographic
key generation method using finger vascular pattern
have been implemented and tested. For investigation
of proposed method, a Matlab graphical testing
model has been created using Bram Ton [22]
implementations of Miura “Repeated Line
Tracking”, Miura “Maximum Curvature”andHuang
“Wide Line Tracking” and a set of mathematical
Morphology functions. Additional functions, require
for key generation were created in this research.
Initial and morphological image processing and
partial key generation interface are presentedign F
6. The model allows visualising intermediate stages
of key generation. This allows to dynamically asses
possible issues in steps of key generation andtsele
optimal settings in each step.

Fig. 3. Matlab graphical interface
Original vascular pattern (left) and binary veiraige
(right) created using Miura et atRepeated Line
Tracking Method"after 3000 line tracking iterations

are shown in Fig. 6. Initial vascular pattern image
source is Bram Ton [22].
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Fig. 4. Initial finger vascular pattern image

Resulting image after MiuraRepeated line
tracking’ and a set of mathematical morphology
functions is a binary matrix (image), where 1 pixel
wide lines represent finger veins. The processed
image is shown in Fig. 8.

Fig. 5. Processed finger vascular pattern image

Fig. 5 illustratesContour Trace lIteration
Number Methodvhen the first 'exit' point is reached
after tracing 826 points in the vascular patterfie’A
a full processing cycle a result — secret key casagdo
of numbers ,532111910678" is obtained. The
sequence of numbers (a sub-key) generated by this
method depends on the values assigned tov/iie
and VEP points and functionality of contour trace
algorithm. A previously discusse@ontour Trace
Algorithmhas been used in this example.

In Contour Trace Algorithmthe contour is
traced until a vessel intersection is detectederAdin
intersection is detected, all following branches ar
traced simultaneously. An alternative to such
operation could be to trace one of the branches
applying predetermined set of rules on how all
following intersections should be crossed. These
aspects of algorithm operation would have influence
on the end result of the method, accuracy and key
cardinality.

The advantage of usingontour Trace
Iteration Number Method is a relatively small
probability of error when the vein pattern image is
altered insignificantly. The algorithm would not be
affected by minor changes in the direction or posit
of certain veins in the pattern or any noise tBatat
directly connected to the main vein network.
Algorithm is also able to manage additional loops,
more complex junction structure and branches in the
vein pattern. This algorithm is mostly misleading b
incorrectly detected (or undetected) line connestio
in the main vein pattern and fals&BP/VEP

http: // www.ijesrt.com

ISSN: 2277-9655

determination. Method generates incorrect code when
when vein pattern changes significantly shortens or
lengthens certain sections of the vein images.heuart
research will be carried out to analySentour Trace
Iteration Number Methogroperties and possibilities
for improvement.

This paper does not cover steps 4, 5 and 6
(Fig-1) of cryptographic key generation. Researth o
these key generation steps will be carried out in
future work.

Conclusions

A method to generate cryptographic keys
from finger vein patterns is proposed in this paper
The pseudo-multimodal key generation method could
be used to generate a virtually limitless number of
keys from finger vein characteristics of an indidl
Proposed Contour-tracing algorithm generates
cryptographic key directly from finger vein pattsrn
without using any pre-captured samples or templates
In the future work all steps of proposed method of
cryptographic key generation will be implemented
and quality properties of the generated keys wgll b
investigated.
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